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What Is The Impact Across An Organization?
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How Do Cyber Risks Impact An Organization?

@" Operational Disruption
9

“’*’" Employee Exposures

A l A Lawsuits and Reputational Harm

z Regulatory and Legal Implications




What Are The Cyber Statistics?
Source: 2016/2017 Global Fraud & Risk Report T Kroll

The number of executives who said that their company experienced a cyber
attack, information theft, loss or attack in the last 12 months.
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Who Are The Perpetrators?
Source: 2016/2017 Global Fraud & Risk Report T Kroll

Freelance/temporary employee 14%
Agents and/or intermediaries 13%
Accidental placement of sensitive data
indexed by search engine

10%

Permanent employee _ 10%
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What Are The Most Targeted Business Sectors?

B Entertainment

m Financial Services
Gaming & Casino

B Healthcare

M Hospitality

B Manufacturing

B Media

m Non-Profit

B Professional Services
B Restaurant

m Retall
M Technology

B Telecommunications
M Other

Source: 2016 NetDiligence Cyber Claims Study
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What Is The Threat Environment?

CRIMINAL

Hacking has become a mainstream activity for
organized crime, targeting digital assets of an
organization that can be acquired or sold on.

A Personal information

A Credit or debit card information
A Funds

A Intellectual property

HACKTIVIST

Hacktivists represent a formidable foe due to
the technical capability of the individuals
involved and can target organizations for a
variety of reasons.

A Public support for a cause

A Direct impact of core activity

A Corporate or industry-wide scandal
A Top corporate brand target

MARSH

TERRORIST OR STATE

The ability to create physical outcomes through
the use of remote hacking of critical
infrastructure represents an appealing option
for terrorist groups.

A Disruption to critical infrastructure
A Economic impact

A Loss of life

A Damage to property

MALICE

Where technical ability and motive combine,
those who bear the organization ill are able to
act maliciously by electronic means.

A Disgruntled employee or customer
A Proof of ability

A Untargeted malicious code

A Random selection



What Are The Breach Notification Requirements?
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What Are The Breach Notification Requirements?

Capital market entities Compliance by

Capital market entities identified by the SC
March 2017

Holders of Capital Markets Services Licence for:
» Dealing in securities
+ Dealing in derivatives
+ Dealing in private retirement scheme
+ Advising on corporate finance; and/or

» Fund management

that are not identified to comply by March
2017

December 2017

Al other capital market entities
« Capital Market Services Licence
holders for:
o Investment advice; and/or
o HAnandal planning

Bond pricing agency
Credit rating agency
«  Trustees

December 2018

s Self-regulatory organisation
s Private Pension Administrator
+ Registered market operators.
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What Are The Breach Notification Requirements?

1. Contact information

Contact details of the responsible person

Full name
Position

Office phone no.
Mobile no.

Email address

ol|ojo (ol

Alternate contact person
o Full name

o Position

o Office phone no.

o Mobile no.

o Email address
Entity details

o Entity name

o Entity address

o Type of entity (for example,
financial institutions, participating
organisation, exchange)

o Contact no.

o Email address
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What Are The Breach Notification Requirements?

Z. Cyber incident or breach details

o Date and time of incident or breach 1.45 am / 16 August 2016
o Details of cyber incident or breach (i) Distributed Denial of Service
(DDoS).
Method of the cyber attack
Duration of the cyber attack (ii) Approximately 3 hours.
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What Are The Breach Notification Requirements?

3. Impact to systems, assets or information

(i) 11  deskiop computers at
Processing Department and 3
compuber servers,

(i) Back office processing of trading

transactions terminated
o Affected software (i)  PO-Back End Process System
o Affected operating system (i)  Windows 10

(i)  RH Linux ver 100.100
(i} Windows Server 10

o Impac to stakeholders (i) MNext day dient's trading and
payment information not updated
on the entity's Back Office

System.
(i) Possible theft of dients

information
o Geographical location and (i)  Possible IP address
IP address of attacker 31.12.257.257, Eastern Europe

4.  Resolution of cyber incident or breach

o What are the immediate remedial (i) Internet connectivity was
actions taken to minimise and terminated.
mitigate risks from the oyber | (i)  Entity's IT security and vendor was
attack? contacted to provide assistance to
manage  the  situation and
o What is the cument status or recommend remedial actions to be
resolution of this incident or breach? taken.
CResolved  EUnresolved (iiy  Investigation on cyber breach is
ongoing. More details expected
within 24 hours.
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Who is responsible under the PDPA 20137

Section 133. Offences by body corporate

(1) If a body corporate commits an offence under this Act, any person who at the time of the
commission of the offence was a director, chief executive officer, chief operating officer, manager,
secretary or other similar officer of the body corporate or was purporting to act in any such capacity or
was in any manner or to any extent responsible for the management of any of the affairs of the body
corporate or was assisting in such management—

(a) may be charged severally or jointly in the same proceedings with the body corporate; and

(b) if the body corporate is found to have commitied the offence, shall be deemed to have
committed that offence unless, having regard to the nature of his functions in that capacity and to
all circumstances, he proves—

(1) that the offence was committed without his knowledge, consent or connivance; and

() that he had taken all reasonable precautions and exercised due diligence to prevent the
commission of the offence.
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Who is responsible under the PDPA 20137

(2) If any person would be liable under this Act to any punishment or penalty for his act, omission,
neglect or default, he shall be liable to the same punishment or penalty for every such act, omission,
neglect or default of any employee or agent of his, or of the employee of the agent, if the act,
omission, neglect or default was committed—

(a) by that person’s employee in the course of his employment;
(b) by the agent when acting on behalf of that person; or

(c) by the employee of the agent in the course of his employment by the agent or otherwise on
behalf of then agent acting on behalf of that person.
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Marsh Solutions and Proven Approach
Cyber Risk Management Framework

MarshRiskConsultindMRChelpgrospeassessanagand
respontb currenor futurecybethreats an efficienandcost
effectivenannerusingall availableneando reducedhe risk

exposure

V Privacy and Information Security Assessment
V Non-Material Damage Business Interruption & Business Continuity
V Benchmarking & Quantification

V Risk Mapping & Coverage Gap Analysis
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Marsh Solutions and Proven Approach
Step 1: Privacy and Information Security Assessment

What are my cyber What are my threats? What security controls do What is the impact of a
assets? I have in place? breach?
Begin by identifying, Understand the cyber How mature are the client/  Data breaches are one of
categorizing and ranking a threats that correspond to prospect defenses to the most common cyber
client / prospect cyber- the identified assets. protect against cyber- risks faced by organizations
related assets. attacks? today. A client/ prospect
Further, since cyberattacks should better understand
Assets form the motivations are perpetrated by peoplei  Understand processes, the potential impact of a
for threats against the understanding how an procedures, protocols, breach to the orga
organization. organization looks to the technical solutions and assets, both qualitative and
world is paramount to other measures that have guantitatively, so they can
understanding the likelihood been instituted. prioritize their efforts to
of an attack. transfer or mitigate the risk

Compare those to the client  of a breach.
/ prospect peers and

industry best practices to

understand how ready they

are for a cyber event.

Marsh Security Salf-Assessment Results

Financial Risk Map Data Breach Event Total Costs

Number
of Total Cost per
Affected  Event
Records

293,897 52,034,491

Event Type Percentile

5178 $232 319

73,409 $495,939

vents. %
1in5
| - T

0% 574,609 $3,748,131
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1,570,302 59,177,485
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Marsh Solutions and Proven Approach
Step 2: Risk Mapping

Taking what we learned from the privacy and information security assessment,

we (along with our client / prospect) align risk management with the client /
prospect objectives.

We will also prioritize the likelihood and severity of risks and identify any
interrelationships among them.
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Marsh Solutions and Proven Approach
Step 3: Benchmarking and Modeling

Privacy IDEAL Model (Identify Damages,
Examine and Assess Limits)

A Developed by Marsh Global Analytics (MGA) to
harmonize analytics offerings globally, aggregate
data, and provide industry-leading analytics through
cutting-edge technology.

Privacy IDEAL is built upon the following
data sources

A Marsh proprietary Cyber Database

A Privacy Rights Clearinghouse Chronology of Data
Breaches

A Advisen MSCAd Large Loss Database

Privacy IDEAL has two parts

A Frequency Model i predicts the likelihood of
unauthorized disclosure.

A Severity Model i estimates the likely cost per
breach.
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